Hoofdstuk 8: Security in computer networks
8.1 What is network security
Properties of secure communication:
· Confidentiality: only the sender and the intended receiver should be able to understand the contents of the transmitted message
· Message integrity: they sender and receiver want to make sure that the content of their communication is not altered
· End-point authentication: both the sender and the receiver should be able to confirm the identity of the other party involved in the communication
· Operational security: almost all organizations today have networks that are attached to the public internet. These networks therefore can potentially be compromised.
8.2 Principles of cryptography
· The message is known as plaintext or cleartext
· Encryption algorithm
· Decryption algorithm
· Encrypted message is the cipher text
· Symmetric key system: the keys of the sender and the receiver are identical and secret
· Public key systems: a pair of keys is used. One key (public key) knows everyone, the other key (private key) knows only the owner. 
If everyone know the method for encoding data, then there must be some secret information that prevents an intruder from decrypting the transmitted data. This is where the key comes in. The encryption algorithm takes the key and the plaintext message, m, as input and produces Ciphertext as output. 
8.2.1 Symmetric key encryption (Block cipher, Cipher-block chaining)
The Caesar cipher (a cipher is a method for encrypting data): it would work by taking each letter in the plaintext and substituting the letter that is k letters later in the alphabet. 
An improvement on the Caesar cipher is the Monoalphabetic cipher, which also substitutes one letter of the alphabet with another letter of the alphabet. However, any letter can be substituted for any other letter, as long as each letter has a unique substitute letter. A Monoalphabetic cipher would also appear to be better than the Caesar cipher in that there are 26! Possible pairings of letters rather than 25 possible pairings.
3 different possibilities for intruder:
· Ciphertext-only attack: when an intruder knows only the ciphertext
· Known-plaintext attack: when an intruder knows some of the pairings
· Chosen-plaintext attack: the intruder is able to choose the plaintext message and obtain its corresponding Ciphertext form
An improvement on Monoalphabetic encryption is polyalphabetic encryption. The idea is to use multiple Monoalphabetic ciphers, with a specific Monoalphabetic cipher to encode a letter in  specific position in the plaintext message ( ex p 704).
Block ciphers (DES = data encryption standard, 3DES, AES= advanced encryption standard)
There are 2 classes of symmetric encryption techniques:
· Stream cipher
· Block cipher
In block cipher, the message to be encrypted is processed in blocks of k bits. For example, if k = 64, then the message is broken into 64-bit blocks, and each block in encrypted independently. To encode a block, the cipher uses a one-to-one mapping to map the k-bit block of cleartext to a k-bit block of Ciphertext ( ! ex p 705-706).
How many possible mappings are there?
k = 3 then there are 23 possible inputs. These inputs can be permuted in 8! = 40 320. 
There are unfortunately very difficult to implement. For k = 64, Alice and Bob need to maintain a table with 264 input values, which is an infeasible task. Instead, block ciphers typically use functions that simulate randomly permuted tables.
Cipher-block chaining (CBC)
If we apply a block cipher, two or more blocks can be identical. An attacker could potentially guess the cleartext and maybe able to decrypt the entire message. To address this problem, we can mix some randomness into the Ciphertext so that identical plaintext blocks produce different Ciphertext blocks. 
How does it work?
· Before encrypting the message, the sender generates a random k-bit string, called initialization vector (IV) = c(0). The sender sends de IV to the receiver in clear text
· For the first block, the sender calculates m(1) + c(0). This is the exclusive-or of the first block of clear text with the IV. It then returns the result through the block-cipher algorithm to get the corresponding Ciphertext block = c(1) = Ks(m(1) + c(0)). The sender sends the encrypted block c(1) to the receiver
· For the i-block, the sender generates c(i) = Ks(m(i) + c(i-1))





8.2.2 public key encryption (RSA)
The two communication parties share a common secret – the symmetric key used for encryption and decryption. 
Diffie-Hellman key exchange
http://www.youtube.com/watch?v=3QnD2c4Xovk
Alice and Bob want to communicate. Alice first fetches Bob’s public key. Alice then encrypts her message, m, to Bob using Bob’s public key and known encryption algorithm K+B(m). Bob receives Alice’s encrypted message and uses his private key and a known decryption algorithm to decrypt Alice’s encrypted message. Bob computes K-B( K+B(m)).
RSA 
http://www.youtube.com/watch?annotation_id=annotation_169964&feature=iv&src_vid=3QnD2c4Xovk&v=wXB-V_Keiu8
RSA makes extensive use of arithmetic operations using modulo-n arithmetic. Recall that x mod n means remainder x when divided by n (bv 19 mod 5 = 4 want 19 : 5 = 3 met rest 4). 
[(a mod n) + (b mod n)] mod n = (a+b) mod n 
[(a mod n) - (b mod n)] mod n = (a-b) mod n 
[(a mod n) * (b mod n)] mod n = (a*b) mod n 
(a mod n)d mod n = ad mod n
Creating the public and private RSA keys:
· Choose 2 large prime numbers p and q. The larger the values, the more difficult it is to break
· Compute n = p * q 
· Compute z = (p – 1) * (q-1)
· Choose number e, which is less than n and has no common factors
· Find a number d, such that ed – 1 is exactly divisible by z. We choose d such that  e*d mod z = 1
·  The public key (K+B) is the pair of the numbers (n, e)
· The private key(K-B) is the pair of the numbers (n, d)
Encrypteren => C = me mod n 
Decrypteren => m = cd mod n. Which requires the use of the private key (n, d)
Session keys
The exponentiation required by RSA is time-consuming. As a result, RSA is often used in practice in combination with symmetric key cryptography.
Bob and Alice use RSA to exchange a symmetric key KS. Once both have KS, they use symmetric key cryptography 
Why does it work?
 -> zie link. 
Gemakkelijker uitgelegd dan in het boek.

8.3 message integrity and digital signatures
8.3.1 cryptographic hash functions

It is computationally infeasible to find any two different messages x and y such that H(x) = H(y)
=>this property means that it is computationally infeasible for an intruder to substitute one message for another message that is protected by the hash function. That is, if (m, H(m)) are the message and the hash of the message created by the sender, then an intruder cannot forge the contents of another message y, that has the same hash value as the original message. 

For security reasons, we are going to need a more powerful hash function than a checksum => the MD5 hash algorithm. It computes a 128-bit hash in a four-step process consisting of:
· a padding step
· an append step
· an initialization of an accumulator
· a final looping step in which the message’s 16-word blocks are processed in four rounds

The second major hash algorithm is the Secure Hash Algorithm (SHA1). It produces a 160-bit message digit. The longest output makes SHA1 more secure.

8.3.2 Message authentication code
To perform message integrity, in addition to using cryptographic hash functions, Alice and Bob will need a shared secret s. this shared secret, which is nothing more than a string of bits, is called the authentication key.  Using this shared secret, message integrity can be performed as follows:
· Alice creates message m, concatenates s with m to create m + s, and calculates the hash (m+s).  This is called the message authentication code (MAC).
· Alice then appends the MAC to the message m, creating an extended message (m, H(m+s)), and sends it to Bob
· Bob receives the message  (m, h) and knowing s, calculates the MAC H(m+s). If H(m+s) = h, then everything is fine with the message
Once feature of MAC is that it doesn’t require an encryption algorithm. Using MAC, the entities can authenticate the messages they send to each other without having to integrate complex encryption algorithms integrity process. 

8.3.3 Digital signatures
A digital signature is a cryptographic technique for achieving these goals in a digital world. Digital signing should be done in a way that is verifiable. That is, it must be possible to prove that a document is signed by an individual was indeed signed by that individual, and that only that individual could have signed the document. The public-key cryptography is a good candidate for providing digital signatures (!! p 719 onderaan - 721 voor voorbeeld).


Public key certification
An important application of digital signatures is public key certification, that is, certifying that a public key belongs to a specific entity. For public-key cryptography to work, we need to be able to verify that you have the actual public key of the entity with whom you want to communicate. 
Binding a public key to a particular entity is done by a certification authority (CA). A CA has the following roles:
· A CA verifies that an entity is who it says it is. 
· Once the CA verifies the identity of the entity, the CA creates a certificate that binds the public key of the entity to the identity. The certificate contains the public key and globally unique identifying information about the owner of the public key. The certificate is digitally signed by the CA.

[bookmark: _gjdgxs]8.4 End-point authentication
End-point authentication is the process of one entity proving its identity to another entity over a computer network. Authentication must be done solely on the basis of messages and data exchanged as part of an authentication protocol. Typically, an authentication protocol would run before the two communicating parties run some other protocol. 

8.4.1 authentication protocol ap1.0
The simplest authentication protocol we can imagine is one where Alice simply sends a message to Bob saying she is Alice.
The flaw is that there is no way for Bob to know that the person sending the message is Alice.

8.4.2 authentication protocol ap2.0
If Alice has a well-known network address from which she always communicates, Bob could attempt to authenticate Alice by verifying that the source address on the IP datagram carrying the authentication message matches Alice’s well-known address. 
It is not that hard to create an IP datagram, put whatever IP source address we want into the IP datagram.

8.4.3 authentication protocol ap3.0
Once classic approach to authentication is to use a secret password. The password is a shared secret between the authenticator and the person being authenticated. Alice sends her secret password to Bob.
The security flaw here is that if Trudy eavesdrops on Alice’s communication, then she can learn Alice’s password. 

8.4.4 authentication protocol ap3.1
Our next idea is naturally to encrypt the password. By encrypting the password, we can prevent Trudy from learning Alice’s password. If we assume that Alice and Bob share a symmetric secret key, KA – B, then Alice can encrypt the password and send her identification message, and het encrypted password to Bob. Bob then decrypts the password and authenticates Alice. 
The flaw: the playback attack: Trudy only needs to eavesdrop on Alice’s communication, record the encrypted version of the password, and play back the encrypted version of the password to Bob to pretend she is Alice. 

8.4.5 authentication protocol ap4.0
A nonce is a number that a protocol will use only once in a life time. That is once a protocol uses a nonce, it will never use the number again. Our ap4.0 uses a nonce in as follows:
· Alice sends a message to Bob
· Bob chooses a nonce and sends it to Alice
· Alice encrypts the nonce using Alice and Bob’s symmetric key, KA – B, and sends the encrypted nonce KA – B ( R ) back to Bob. 
· Bob decrypts the received message. If the decrypted nonce equals to the nonce he send Alice, then Alice is authenticated

8.5 Securing email 

(a) Only confidentiality: 
The most straightforward way to provide confidentiality is for Alice to encrypt the message with a symmetric key technology (DES, AES) and for Bob to decrypt the message on receipt.
Alternative public-key encryption (RSA). Alice encrypts her message with Bob’s public key, and she sends the encrypted message to Bob’s e-mail address. When Bob receives the message, he decrypts it with his private key. 
But this is inefficient. To overcome this efficiency problem, we make use of a session key:
· Alice selects a random symmetric session key (Ks) 
· encrypts her message m with the symmetric key
·  encrypts the symmetric key with Bob’s public key K+b 
· concatenates the encrypted message and the encrypted symmetric key to form a package
· sends the package to Bob’s e-mail address. (zie p 733 onderaan voor schema)

Sender authentication and message integrity:
· Alice applies a hash function H to her message m to obtain a message digest
· Signs the result of the hash function with her private key key K-A to create a digital signature
· Concatenates the original message with the signature to create a package
· Sends the package to Bob’s e-mail address.

When Bob receives the message:
· He applies Alice het public key to the signed message digest
· Compares the result of this operation with his own hash of the message (zie p 734 bovenaan voor schema)

The three combined:
· Alice first creates a preliminary package, that consists of her original message along with a digitally signed hash of the message
· She then treats this preliminary package as a message in itself and sends this new message through the steps of the sender of (a), creating a new package that is sent to Bob (zie schema p 735 onderaan)

8.5.2 PGP

Pretty good privacy is an e-mail encryption scheme that has become a standard. The PGP software uses:
· MD5 or SHA for calculating the message digest
· CAST, triple-DES, or IDEA for symmetric key encryption
· RSA for public key encryption

When PGP is installed, the software creates a public key pair for the user. The public key can be posted on the user’s web site or placed in a public key server. The private key is protected by the use of a password. The password has to be entered every time the user accesses the private key. 
PGP gives the user the option of digitally signing the message, encrypting the message, or both digitally signing en encrypting (zie p 736 onderaan voor voorbeeld).

8.6 Securing TCP connections: SSL
Secure sockets layer  (SSL)
Transport layer security (TLS)

SSL provides a simple application programmer interface (API) with sockets, which is similar and analous to TCP’s API. When a application wants to employ SSL, the application includes SSL classes/libraries.  ( zie p 738 onderaan).

8.6.1 the big picture

SSL has 3 phases:
· Handshake
· Key derivation
· Data transfer

Handshake
During the handshake Bob needs to :
· establish a TCP connection with Alice
· verify that Alice is really Alice => certificates
· Bob then generates a Master Secret (MS):
· Encrypts the MS with Alice’s public key to create the Encrypted Master Secret (EMS)
· Sends the EMS to Alice 
· Alice decrypts the EMS with her private key to get the MS

Key derivation
It is safer for both of them to each use different cryptographic keys, and also to use different keys for encryption and integrity checking. Thus, both need to use the MS to generate four keys:
· EB: session encryption key for data sent from Bob to Alice
· MB: session MAC key for data sent from Bob to Alice
· EA: session encryption key for data sent from Alice to Bob
· MA: session MAC key for data sent from Alice to Bob

Encryption used for encryption
Mac used for user authentication

Data transfer
SSL breaks the stream into records, appends a MAC to each record for integrity checking, and encrypts the record + MAC. To create the MAC, Bob inputs the record data along with the key MB into a hash function. To encrypt the package record + MAC, Bob uses his session encryption key EB. This encrypted package is then passed to TCP for transport over the internet. 

=>Man in the middle attack: can replace, insert and delete segments in the TCP stream. 

 Solution: use sequence numbers. Bob maintains a sequence number counter, which begins at zero and is incremented for each SSL record he sends. When he calculates the MAC, he includes the sequence number in the MAC calculation. Thus the 
MAC = hash of data + MAC key + current sequence number.
Alice can track down Bob’s sequence numbers, allowing her to verify the data integrity.

8.6.2 A more complete picture

SSL handshake
SSL allows Alice and Bob to agree on the cryptographic algorithms at the beginning of the session, during the handshake phase. During this phase, Alice sends nonces to each other, which are used in the creation of the session key. The steps of the real SSL handshake are as follows:
· The client sends a list of cryptographic algorithms it supports, along with a client nonce
· From the list, the server chooses:
· a symmetric algorithm (ex AES)
· a public key algorithm (ex RSA)
· a MAC algorithm
It sends back to the client it choices, as well as a certificate and a nonce
· the client :
· verifies the certificate
· extracts the server’s public key
· generates a pre-master secret (PMS)
· encrypts the PMS with the server’s public key
· sends the encrypted PMS to the server
· using the same key derivation function, the client and the server independently compute the master secret (MS) from the PMS and nonces. The MS is then sliced up to generate the 2 encryption and 2 MAC keys. 




Connection closure
Someone indicates in the type field whether the record serves to terminate the SSL session. By including such a field, Alice would know if she were to receive a TCP FIN before a receiving a closure SSL record, she knows that something funny is going on. 

8.9 operational security: firewalls and intrusion detection systems
8.9.1 Firewalls
A firewall is a combination of hardware and software that isolates an organization’s internal network from the Internet at large, allowing some packets to pass and blocking others. A firewall allows a network  a network administrator to control access between the outside world and resources within the administered network by managing the traffic flow to and from these resources. 
A firewall has 3 goals:
· all traffic from outside to inside, and vice versa, passes through the firewall
· only authorized traffic, as defined by the local security policy will be allowed to pass
· the firewall itself is immune to penetration: if the firewall is not installed properly, it can be compromised.
Firewalls can be classified into 3 categories:
· traditional packet filters
· stateful filters
· application gateways
Traditional packet filters
An organization has a gateway router connecting its internal network to its ISP. All traffic leaving and entering the internal network passes through this router, and it is at this router where packet filtering occurs.. a packet filter examines each datagram in isolation, determining whether the datagram should be allowed to pass or should be dropped based on administrator-specific rules. (zie voorbeeld p 760 onderaan)

Stateful packet filters

In a traditional packet filters, filtering decisions are made on each packet in isolation. Stateful filters actually track TCP connections, and use this knowledge to make filtering decisions. Stateful packet filters solves this problem by tracking all ongoing TCP connections in a connection table. This is possible because the firewall can observe the beginning of a new connection by observing a three-way-handshake; and it can observe the end of a connection when it sees a FIN packet for the connection. 

When a packet reaches the firewall, the firewall checks the access control list ( traditional packet filters) , which indicates that the connection table also must be checked before permitting this packet to enter the organization’s network. The firewall duly checks the connection table, sees that this packet is not part of an ongoing TCP connection, and rejects the packet. 
When the webserver sends back a packets, the firewall checks the table and sees that a corresponding connection is in progress. The firewall will thus let these packets pass. 

Application gateway

To have finer-level security, firewalls must combine packet filters with application gateways. They make policy decisions based on application data. An application gateway is an application-specified server through which application data must pass. 

Consider now an internal user who wants to telnet to the outside world. The user must first set up a Telnet session with the application gateway. An application running in the gateway, which listens for incoming Telnet sessions, prompts the user for an ID and password. The application gateway checks if the user has permission or not. If the user has permission, then the gateway:
· prompts the user for the hostname of the external host to which the user wants to connect
· sets up a Telnet session between the gateway and the external host
· relays to the external host all data arriving from the user, and relays to the user all data arriving from the external host. 
Thus the Telnet application gateway not only performs user authorization but also acts as a Telnet server and a Telnet client, relaying information between the user and the remote Telnet server. 

Disadvantages:
· a different gateway is needed for every application
· a penalty must be paid, since all data will be relayed through this gateway
· the client software needs to know how to contact the gateway when the user makes a request, and must know how to tell the application gateway what external server to connect to

8.9.2 intrusion detection systems
A device that generates alerts when it observes potentially malicious traffic is called an intrusion detection system (IDS). A device that filters out suspicious traffic is called an intrusion prevention system (IPS). 

An organization may deploy one or more IDS sensors in its organizational network. When multiple sensors are deployed, they typically work in concert, sending information about suspicious traffic activity to a central IDS processor which collects and integrates the information and sends alarms to network administrators when deemed appropriate.

The demilitarized zone (DMZ) is only protected by a packet filter and monitored by IDS sensors. (is een netwerksegment dat zich tussen het interne en externe netwerk bevindt. Het externe netwerk is meestal het Internet. Een DMZ is feitelijk een andere naam voor een extranet, een gedeelte van het netwerk dat voor de buitenwereld volledig toegankelijk is. Op het netwerksegment van de DMZ zijn meestal servers aangesloten die diensten verlenen die vanuit het interne en externe netwerk aangevraagd kunnen worden)
By placing the IDS sensors further downstream, each sensor sees only a fraction of the organization’s traffic, and can more easily keep up. Nevertheless, high-performance IDS and IPS systems are available today, and many organizations can get by with just one sensor located near its access router.
IDS systems are broadly classified as either :
· signature-based systems : maintains an extensive database or attack signatures. Each signature is a set of rules pertaining to an intrusion activity.  A signature-based system sniffs every packet passing by it, comparing each sniffed packet with the signatures in its database. If a packet matches a signature in the database, the IDS generates an alert
· anomaly-based systems: it creates a traffic profile as it observes traffic in normal operation. It then looks for packet streams that are statistically unusual. The great thing is that they don’t rely on previous knowledge about previous attack. 

